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PURPOSE 

Use of information and information technology (“IT”) resources, and effective security 
of those resources, require the participation and support of <company name>’s 
workforce (“users”). Inappropriate use exposes <company name> to potential risks 
including virus attacks, compromise of network systems, services, and regulatory 
compliance. 

 

SCOPE 

This policy applies to users of any <company name> assets or physical 
infrastructure regardless of its form or format, created or used to support <company 
name>.  

 



INFORMATION STATEMENT 

Monitoring is conducted on most systems used, including but not limited to computer 
files, computer systems and some electronic records. In addition to the notice 
provided in this policy, users may also be notified with a warning banner text at 
system entry points where users initially sign on - about being monitored and may be 
reminded that unauthorised use of <company name>’s IT resources is not 
permissible. 

<company name> may impose restrictions on the use of a particular IT 
resource.  For example, <company name> may block access to certain websites or 
services not serving legitimate business purposes, or may restrict user ability to 
attach devices to <company name>’s IT resources (e.g., personal USB drives, 
mobile phones etc).   

 

 

ACCEPTABLE USE   

All use of information and information technology resources must comply with 
<company name>’s policies, standards, plans and procedures. 

Acceptable use of IT resources encompasses the following duties:   

• Protecting <company name> information, resources, personal, private, 
sensitive, or confidential information from unauthorised use or disclosure. 

• Observing authorised levels of access and utilizing only approved IT devices 
or services. 

• Reporting any suspected information security incidents or weaknesses to an 
appropriate IT representative. 

• Understanding that the ability to store personal information on <company 
name> devices is a privilege and <company name> has a right to remove 
the data at any time. 

• Complying with <company name>’s policies. If requirements or 
responsibilities are unclear, please seek assistance by contacting your local 
IT department 

 

 

 

 

 

 

 

 



UNACCEPTABLE USE  

The following list is not intended to be exhaustive but is an attempt to provide a 
framework of activity and conduct that constitute unacceptable use.  
 
Unacceptable use includes, but is not limited to, the following:   

• Unauthorised use or disclosure of personal, private, sensitive, and/or 
confidential information. 

• Tampering, disengaging, or otherwise circumventing <company name> or 
third-party IT security controls. 

• Connecting any personal equipment to <company name> VPN. 
• Connecting any <company name> equipment to TOR or any personal VPN. 
• Crypto mining on <company name> equipment is strictly prohibited. 
• Installing, downloading, or running software that is incorrectly licensed, 

unlicensed, or is not supported by the vendor.  
• Connecting to personal email systems from any <company name> issued 

computer (<company name> employees must recognize the inherent risk 
in using commercial email services on company computers with access 
to internal resources, as email is often used to distribute malware). 

• Providing unauthorised third parties, including family and friends, access to 
the <company name>’s IT information, resources, assets, or facilities. 

• Using <company name>’s IT resources to circulate unauthorised solicitations 
or advertisements for non-organisational purposes including religious, 
political, or not-for-profit entities.  

• Using <company name> IT resources for commercial or personal purposes, 
in support of "for-profit" activities or in support of other outside employment or 
business activity (e.g., consulting for pay, business transactions). 

• Distributing, transmitting, posting, or storing any electronic communications or 
correspondence that could be construed as threatening, obscene, harassing, 
pornographic, offensive, defamatory, discriminatory, inflammatory, illegal, or 
intentionally false or inaccurate. 

 

USE OF CHAT APPS/ INSTANT MESSAGING 

• Microsoft Teams is the Instant Messaging software that is approved for 
widespread use on <company name> company devices. There should be no 
use of IM or chat apps on any <company name> issued equipment outside 
of Teams without a business reason and approval from <company name> IT. 

 

 

 

 



INDIVIDUAL ACCOUNTABILITY  

• Individual accountability is required when accessing <company name> IT 
resources and information. Everyone is responsible for protecting against 
unauthorised activities performed under their user ID.  This includes locking 
your computer screen when you walk away from your system and protecting 
your credentials from unauthorised disclosure.   

• Credentials must be treated as confidential information and must not be 
disclosed or shared. 

• Users are strongly discouraged from using passwords used for <company 
name> IT accounts for personal accounts to prevent unauthorised access if 
the password is compromised. 

 

RESTRICTIONS ON OFF-SITE TRANSMISSION AND STORAGE OF <COMPANY 
NAME> INFORMATION  

• Users must not transmit <company name> owned data to or from personal 
email accounts (e.g., Gmail), or use a personal email account to conduct 
<company name> business. It is acceptable to transmit documents that are 
personal in nature such as contracts, letters etc. 

• Users must not access or store <company name> information on a non-
organisational / personal device, or with a third-party file storage service that 
has not been approved by <company name> IT. 

• Devices that contain organisational information must always be attended or 
physically secured, and must not be checked in transportation carrier luggage 
systems.  
 

USE OF SOCIAL MEDIA  

• Users should respect the privacy of <company name> staff, and not post any 
identifying information of any staff member without their permission. 

• There should be no affiliation to <company name> when posting on personal 
social media. 

• Users should not use their personal social media accounts for official 
business, unless specifically authorised by <company name>.   

 
 

 

 

 

 

 



USAGE AND RESPONSIBILITY FOR IT EQUIPMENT  

• Equipment that belongs to <company name> and must be immediately 
returned upon request, or at the time an employee is separated from the 
organisation. Users may be held financially responsible for the value of 
equipment assigned to their care if not returned. 

• Users are required to report lost, stolen, or destroyed equipment to an IT 
representative immediately.  

• Users must contact IT with any problems such as malfunctions, needed 
repairs, and underutilized equipment. 

• Users shall not modify <company name> IT assets without prior 
authorisation from IT. 

• <company name> IT reserve the right to recall and/or reset (re-image) any 
<company name> asset at any time without prior notice. This action may 
restore the system to its original state, potentially leading to data loss. 

 

SECURITY TRAINING AND AWARENESS 

• All new members of staff must complete the approved Cyber Security Training 
Program within 30 days of starting their employment at <company name>. 

• All personnel will complete annual security awareness training when required. 

 

OCCASIONAL PERSONAL USE   

• Occasional, incidental, and necessary personal use of <company name> IT 
resources is permitted, provided such use:  

o is otherwise consistent with this policy;  
o is limited in amount and duration;  
o does not impede the ability of the individual or other users to fulfil 

responsibilities and duties.  
• Exercising good judgment regarding occasional and incidental personal use is 

important. <company name> may revoke or limit this privilege at any time. 
 

COMPLIANCE 

In the event of failure to comply with IT Policy, <company name> may at its sole 
discretion: 

• Restrict or terminate a user's right and ability to use or access any or all 
<company name>’s IT systems and facilities. 

• Withdraw or delete any data that contravenes this policy. 
• Any disciplinary action arising from a breach of this policy shall be dealt with 

in accordance with the <company name> Disciplinary Policy. 
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